
GAMMA Overview



Consortium Composition

Å8 Countries

10 Large 
Industries

3 SMEs

3 Research org. 

and Universities

3 End-users

Å19 partners:



ÅWhile SESAR will improve

performance and dependability of

ATM, it will open the way to new

vulnerabilities due, for instance, to:

Åincreased reliance on distributed

enterprise computing

Åautomated flow of information

across a ground and airborne

network

ÅCyber attacks will come from many

sources and will have a range of

possible targets, including civilian,

commercial and military systems to

damage critical services
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New Vulnerabilities

Why GAMMA?
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ÅATM as a system of system

ÅDomino effects spreading security

threats within ATM and beyond

ÅSecurity Life cycle: from threat

prevention to crisis management

The need for a holistic approach

Why GAMMA?



GAMMA scope and positioning: an end to end approach
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GAMMA: a Helicopter view

Implementation

Proposals

ATM Security Solution

ATM Threat Assessment

SESAR

Validation Platforms

Validation

ATM Security Requirements

A
T

M
 C

y
b

e
r 

S
e

c
u

ri
ty

A
T

M
 C

N
S

 S
e

c
u

ri
ty

A
T

M
 p

h
y
s

ic
a

l 
in

fr
a
s

tr
u

c
tu

re
 S

e
c

u
ri

ty

A
T

M
 C

ri
s

is
 M

a
n

a
g

e
m

e
n

t



GAMMA Validation Platform

Validation Environment

ATM 

Security Management PlatformSatcom Security

Information Exchange

Gateway

Integrated 

Modular Radio

Secure GNSS 

communications

Secure ATC 

communications

Information

Security Solution

Command and Control

Cybersecurity Intelligent Platform

Attack

Prediction
IDS

Security Prototypes

Civil �±Military SWIM Gateway 

Civil & Military Pseudo Pilots

Military Comm. Backbone

Military Operation Centre

Civil Airport System

Air Defence & Military ATC

Air traffic generator

Apron & Tower Simulator

SWIM

Civil ATC

Radar simulator

ATM and Simulation Assets

Flight Simulator

SOC

NOC

Next GEN ATM Network

Legacy Security Assets


